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Public key infrastructures are a fundamental component of the security architecture
of the Internet and, in the future, of industrial plants as well. But how transferable

are alternative approaches to industrial plants?

Motivation

Public Key Infrastructures (PKIs) have long been the backbone of
secure communication in the digital world. From secure websites
to encrypted emails, PKIs enable trust through certificate-based
authentication. However, as industrial environments continue to
embrace digitization, automation, and connectivity, the adoption
of PKI-based systems raises new challenges. Industrial plants (as
in Figure 1) often feature long-lived devices, constrained hardware,
legacy protocols, and limited connectivity - conditions not ideally
suited for traditional certificate-based infrastructures.

Meanwhile, the complexity and maintenance overhead of PKI (certifi-
cate issuance, revocation, and renewal) are increasingly being ques-
tioned, especially in environments where uptime, determinism, and
minimal human intervention are key. This leads to a provocative
question: Can we hit CTRL + ALT + DEL on PKI — and reboot
trust using alternative, certificateless security models like presented
in Figure 2?

Figure 1: Industrial Modules

Goals

• Analyze certificateless cryptographic approaches (e.g., Identity-
Based Encryption, Certificate-less Public Key Cryptography,
...), including their security properties, trust models, and de-
ployment requirements

• Evaluate applicability and feasibility of these approaches in in-
dustrial environments, considering practical constraints such as
device capabilities, lifecycle management, and interoperability.

• Develop a conceptual integration model or prototype, if feasible,
to illustrate how certificateless security could be implemented
in a representative industrial use case. Figure 2: Certificateless Cryptography

Interests and Helpful Prior Knowledge

¹ Interest in Cryptography and Security Concepts

¨ Basic Knowledge of Industrial Control Systems or the Ambition To Catch Up

` Lecture Information and Automation Technology
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